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Symptom

In the RFC conmuni cati on between an external programand an SAP system you want
to use a user who only has authorizations in the SAP systemthat are absolutely
necessary. Depending on the technol ogy that your program uses for comrunication,
the release of the attached R'3 or SAP system and the type of the calls that you
want to execute, the SAP user set in the external programrequires different

aut hori zati ons.

For the sake of clarity, these authorizations are sunmarized in this note.

Other Terms

RFC, RFC SDK, NW RFC SDK, JCo, SAP Java Connector, .NET Connector, Business
Connector, authorization, authorization objects

Reason and Prerequisites

External prograns can essentially use the follow ng technol ogies for RFC
conmuni cati on:

1. RFC SDK (C/ C++)

2. NWRFC SDK (C/ C++)

w

Java Connector (Java)

4. . NET Connector (C#)

5. Busi ness Connector (XM, HTTP, FTP or SMIP interface )
Most of these conponents provide a repository service, which dynam cally reads
the interface definition of a renote-enabled function nodul e (abbreviated as
RFM) fromthe ABAP Data Dictionary. This service in turn calls several function

nodul es in the ABAP application server internally. For this reason it requires
specific authorizations in function groups.

Solution

Firstly sonme general conmments:

e You can use the auth/rfc_authority _check=0 profile paraneter to deactivate
the authorization check in the RFC. This is set by default in all R 3
rel eases up to and including Release 3.11. To protect the system agai nst
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unaut hori zed RFC accesses, you shoul d check that this paraneter is set to at
| east 1.

e In Releases 3.1l to 4.6D there were sone bugs at the beginning in the RFC
aut hori zation check. Ensure that your R/ 3 kernel has at |east the patch
| evel referred to in Note 93254.

e Sone application function nodul es and BAPIs performan internal check again
for a "business" authorization object. In this case the user, who wants to
execute the RFC call, nust al so have authorization for this "application
aut hori zati on object" as well as the "technical" authorizations described in
the follow ng section

« If the nodule that you called wants to execute a transaction code, the user
al so requires the S TCODE authorization object (with the rel evant
transaction codes). If you start a report within the nodule, the user also
requires the S _PROGRAM aut hori zation object (with the relevant program

gr oups) .

e In general it is sufficient if the user is of the "CPIC' type (R 3 Rel ease
3.1l to 4.6B) or "communication" (as of R/'3 Release 4.6C). The user nust

only be of the "dialog" type if you want to debug function nodule calls from

the external programin the ABAP debugger. For the additional authorizations
required to carry out the debuggi ng, please see Notes 905364, 668256 and
668252.

Sonme standard scenarios are described in the follow ng section. In the case of
scenarios in which a dynamc repository is used, it is assuned that two
different types of users are used:. A special user that is responsible for the
repository accesses and the application user that should execute the actua
application RFMs. This is advisable for security reasons. If you only want to
use one user in the external program sinply assign the user the union of both
aut hori zati ons.

The authorization profile of the user nust contain the S RFC authorization
obj ect, whereby the fields are filled as foll ows:

ACTVT: 16

RFC TYPE: FUGR

RFC NAME: The list of the function groups executed bel ow.

In the following list X is the nane of the function group for which you want to
call function nodul es.

1. Direct call of a function module

(for exanple, via the RFC library or via NWRFC SDK/JCo/ NCo with static
repository)

Application user:

R/3 release Function groups
3.1l SYST, X
As of 4.0A SYST, SYSU, X

2. Direct call of function module via tRFC or gqRFC

(for exanple, via the RFC library or via NWRFC SDK/JCo/ NCo with static
repository)

Application user:
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R/3 release Function groups
3. 1l SYST, ARFC, ERFC, X
As of 4.0A SYST, SYSU, ARFC, ERFC, X

3. Call of function module using dynamic repository
(For exanple, using NWRFC SDK, JCo, .NET Connector or Business Connector)
Application user:

R/3 release Function groups
3. 11 SYST, X
As of 4.0A SYST, SYSU, X

Repository user:

R/3 release Function groups
3.1l SYST, RFC1, SUN
4.0A - 4.5B SYST, RFC1, SYSU, SUNI, SDIF
4.6A - 4.6C SYST, RFC1l, SYSU, SDIF
As of 4.6D SYST, RFC1l, SYSU, SDI FRUNTI ME

4. Call of tRFC or gRFC using dynamic repository
(For exanple, using NWRFC SDK, JCo, .NET Connector or Business Connector)
Application user:

R/3 release Function groups
3.1l SYST, ARFC, ERFC, X
As of 4.0A SYST, SYSU, ARFC, ERFC, X
Repository user: As in previous point
5. Sending and receiving IDocs

(For exanple, with the SAP Java | Doc Library or the Business Connector)

Application user (for sending |IDocs):

R/3 release Function groups
3. 11 SYST, ARFC, ERFC, BD11
As of 4.0A SYST, SYSU, ARFC, ERFC, EDI N
In addition, the user still requires the authorization object B_ALE RECV,

whereby the field EDI_MESTYP is to be filled with the list of nessage types of
the | Docs to be processed.

Repository user:

R/3 release Function groups
3. 11 SYST, RFC1, SUNI, EDI 6, EDI 8, ED F
4.0A - 4.5B SYST, RFC1, SYSU, SUNI, SDIF, EDI MEXT, EDI6
4.6A - 4.6C SYST, RFCl, SYSU, SDIF, EDI MEXT, EDI 6
As of 4.6D SYST, RFCl1l, SYSU, SDI FRUNTI ME, EDI MEXT, EDI 6
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The user also requires the authorization object S |DOCDEFT via the authorization
"S IDCDFT_DI S", for exanple.

Note: If the profile paraneter auth/rfc_authority check has a val ue greater than
"2", all users also require the authorization for the function group SRFC

Authorization check as of SAP Release 7.10

As of Release 7.10 you can execute the RFC authorization check on individual
function nodul es, instead of on entire function groups. You can al so use the
procedure described above, but if you want to refine the authorization check
even further, fill the fields of the S RFC authorization obect as follows:
ACTVT: 16

RFC_TYPE: FUNC

RFC_NAME: The list of the function nodul es executed bel ow

In the following section Y is the name of the function nodule that you want to
cal |.

1. Direct call of a function module
Application user: RFCPING SYSTEM RESET RFC SERVER, Y
2. Direct call of function module via tRFC or gqRFC

Application user: RFCPING SYSTEM RESET_RFC_SERVER, APl _CHECK TI D,
APl _CREATE TID, APl _CLEAR TID, ARFC DEST_SH P, ARFC DEST CONFIRM Y

3. Call of function module using dynamic repository
Application user: RFCPING SYSTEM RESET RFC SERVER, Y

Repository user: RFCPING SYSTEM RESET RFC SERVER, RFC_GET_FUNCTI ON | NTERFACE,
DDl F_FI ELDI NFO_GET

4. Call of tRFC or gRFC using dynamic repository

Application user: RFCPING SYSTEM RESET_RFC SERVER, APl CHECK TI D,
APl _CREATE TID, APl _CLEAR TID, ARFC DEST SH P, ARFC DEST CONFIRM Y

Repository user: As in previous point
5. Sending and receiving IDocs

Application user (for sending IDocs): RFCPING SYSTEM RESET RFC SERVER,
APl _CHECK TI D, APl _CREATE TID, API_CLEAR TID, ARFC DEST_SHI P, ARFC DEST_CONFI RM
| DOC_| NBOUND_ASYNCHRONOUS, | DOC_| NBOUND_|I N_QUEUE

In addition, the user still requires the authorization object B _ALE RECV,
whereby the field EDI_MESTYP is to be filled with the list of nmessage types of
the 1 Docs to be processed.

Repository user: RFCPING SYSTEM RESET_RFC SERVER, RFC_GET_FUNCTI ON_| NTERFACE,
DDl F_FI ELDI NFO_GET, | DOCTYPE_READ COWVPLETE, EDI _AGREE_OUT_MESSTYPE_READ

The user also requires the S | DOCDEFT aut hori zati on object, for exanple, using
the "S IDCDFT_DI S* authori zati on.

Reduction of the roundtrips when using the dynamic repositories
As of SAP System Rel ease 7.00, you can use the procedure described in Note
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1456826 to reduce the roundtrips required for the dynam c repository between the
external connector and the SAP system If you want to do this, the repository
user that is used also requires the authorization for the follow ng function
group: RFC_METADATA

If the alternative authorizati on check at function nodule level is to be used,

then the repository user requires the authorization for the follow ng function
nodul es i nstead: RFC_METADATA GET, RFC_METADATA GET_TI MESTAWP

IOther Components

Component Description
BC-MID-BUS Business Connector
BC-MID-CON-JCO Java-Connector
BC-MID-CON-NCO SAP .Net Connector
BC-MID-RFC-SDK NetWeaver RFC SDK, classical RFC SDK

IThis document refers to

SAP Note/KBA Title
20534 Authorization check - a short introduction
1853904 RFC authorizations for Java Connector
1820917 Unable to cast object of type 'System.InvalidCastException'
1553144 Authorization error during inserting query
1168772 Minimum authorization profile for JRA

IThis document is referenced by

SAP Title
Note/KBA
2577916 Error "Bl system has version; 70000 is required" or "System is not a Bl system" occurs in Bex
Analyzer after update to SAP GUI 750
2531301 No authorization to send IDocs with message type
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1853904 RFC authorizations for Java Connector
1820917 Unable to cast object of type 'System.InvalidCastException'
1553144 Authorization error during inserting query
1168772 Minimum authorization profile for JRA
20534 Authorization check - a short introduction
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