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GDPR 

1.No Warranty – No Consulting 
The following document reflects the opinions and reflections of ICARO Software.  
ICARO is not allowed to render legal consulting for GDPR and is not doing this by 
publishing this document. 

2.Checklist 
We refer to the (official) checklist from the EU https://gdpr.eu/checklist/ . 
 
 

3.General considerations 
 
There is no doubt that BAPI-Handler receives and processes personal data. 
Fortunately, the extent of personal data is minimal.  
Having a look to the master data, you can´t find sensitive data like mail addresses or credit 
card numbers, but only identifying details like personnel ID, badge ID, first and last name.  
And: Don´t forget the option to put more „harmful“ information into the customer-specific 
fields ( 23 and 24 ). 
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4.BAPI Handler and GDPR  
• BAPI-Handler should be part of your GDPR procedural directory 
• BAPI-Handler should be part of your audits 
• BAPI-Handler should be part of your security policies 
• Restrict user access to the master data download directory $BS_DIR/sapdaten.d/ 
• Restrict SAP authorizations of the RFC user within your SAP system. Please refer 

to the documentaion on minimal authorization for SAP RFC users in our download 
center 

 

5.Security 
We scramble the password of the SAP RFC user within BAPI Handler with a homegrown 
tool.  
Use SNC or other measures if you want to obtain a higher security level. 

 


